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BACKGROUND:BACKGROUND:

•• Modern societies depend on Critical Resources (CR): Modern societies depend on Critical Resources (CR): 
credit/financing, drinking water, electricity, oil, gas, credit/financing, drinking water, electricity, oil, gas, 
t l i ti  t t ti  tt l i ti  t t ti  ttelecommunications, transportation etc.;telecommunications, transportation etc.;

•• Their safety and economic prosperity, and the welfare of Their safety and economic prosperity, and the welfare of y p p y,y p p y,
their people arise from the effective functioning of Critical their people arise from the effective functioning of Critical 
Systems (CS) that produce the CR.Systems (CS) that produce the CR.
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BACKGROUND:BACKGROUND:BACKGROUND:BACKGROUND:

•• ((20042004)) InitiationInitiation ofof thethe discussiondiscussion withwith thethe provincesprovinces andand•• ((20042004)) InitiationInitiation ofof thethe discussiondiscussion withwith thethe provincesprovinces andand
territoriesterritories toto elaborateelaborate thethe NationalNational StrategyStrategy forfor CriticalCritical
InfrastructureInfrastructure

•• ((20052005)) HyogoHyogo FrameworkFramework forfor ActionAction -- UNISDRUNISDR
•• ((20082008)) QuebecQuebec GovernmentGovernment initiateinitiate thethe CriticalCritical SystemsSystems

ResilienceResilience ApproachApproach
•• ((20092009)) NationalNational StrategyStrategy forfor CriticalCritical InfrastructureInfrastructure waswas adoptedadopted
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STRATEGIC OBJECTIVES:STRATEGIC OBJECTIVES:

•• Protect Quebec society from the effects of any failure or Protect Quebec society from the effects of any failure or 
disruption of CS;disruption of CS;

•• Engage government, municipal and private partners in Engage government, municipal and private partners in 
pursuing these objectives;pursuing these objectives;

•• Maintain, at all times, acceptable CR service to other CS and Maintain, at all times, acceptable CR service to other CS and 
the people;the people;

•• Contribute to the development of a CS prevention/mitigation Contribute to the development of a CS prevention/mitigation 
approach.approach.



CRITICAL SYSTEMS RESILIENCE APPROACHCRITICAL SYSTEMS RESILIENCE APPROACH

GUIDING PRINCIPLES:GUIDING PRINCIPLES:GUIDING PRINCIPLES:GUIDING PRINCIPLES:

•• ResponsibilityResponsibility sharedshared amongamong publicpublic andand privateprivate
stakeholdersstakeholders;;stakeholdersstakeholders;;

•• PartnershipPartnership;;
•• SharingSharing relevantrelevant informationinformation inin aa timelytimely mannermanner

andand inin aa securesecure environmentenvironment;;
•• CoherenceCoherence andand complementaritycomplementarity withwith thethe principlesprinciples

inin thethe EmergencyEmergency ManagementManagement FrameworkFramework forforg yg y gg
CanadaCanada andand thethe NationalNational StrategyStrategy forfor CriticalCritical
InfrastructureInfrastructure (FPT)(FPT)..



CRITICAL SYSTEMS RESILIENCE APPROACHCRITICAL SYSTEMS RESILIENCE APPROACH

GUIDING PRINCIPLESGUIDING PRINCIPLESGUIDING PRINCIPLES:GUIDING PRINCIPLES:

AllAll h dh d titi•• AllAll--hazardshazards perspectiveperspective;;
•• IntegrationIntegration ofof thethe pillarspillars ofof emergencyemergency managementmanagement::

prevention,prevention, preparedness,preparedness, responseresponse andand recoveryrecovery;;p ,p , p p ,p p , pp yy;;
•• ConsiderationConsideration ofof human,human, material,material, informationalinformational andand financialfinancial

resourcesresources..
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GOVERNANCEGOVERNANCEGOVERNANCE:GOVERNANCE:

U dU d thth l d hil d hi ff thth G tG t ff Q bQ b•• UnderUnder thethe leadershipleadership ofof thethe GovernmentGovernment ofof QuebecQuebec;;
•• CoordinatedCoordinated byby thethe QuebecQuebec EmergencyEmergency ManagementManagement

OrganizationOrganization (OSCQ)(OSCQ);;gg ( Q)( Q);;
•• LedLed byby thethe OSCQOSCQ subcommitteesubcommittee onon CSCS resilienceresilience;;
•• StructuredStructured inin 1010 sectorialsectorial tablestables..
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STRUCTURE OF THE APPROACH:
SECTORS (10) SECTORAL TABLES (10)

D/A RESPONSIBLE
Government activities and citizen 
services/governmental communications

TBS

Food MAPAQ

Buildings RBQ, SHQ and SIQ

Water and waste management MDDEP

Energy MRNF and HQ

Finance MFQ

Health MSSS

Safety MSP and SQ

Telecommunications and information 
technologies

CSPQ

Transportation MTQ
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APPROACHAPPROACHAPPROACHAPPROACH

C t  C t  ii & f  & f  f  f  É lÉ l P l t h iP l t h i•• Centre Centre risquerisque & performance & performance from from ÉcoleÉcole PolytechniquePolytechnique
de Montréal;de Montréal;

•• Organizational Resilience;Organizational Resilience;

•• SystemSystem--based approach.based approach.yy pppp
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Systems are:Systems are:

•• CoordinatedCoordinated setssets ofof tangibletangible oror intangibleintangible itemsitems andand•• CoordinatedCoordinated setssets ofof tangibletangible oror intangibleintangible itemsitems andand
elementselements ofof managementmanagement andand controlcontrol organizedorganized accordingaccording
toto commoncommon goalsgoals;;

•• ComplexComplex interdependentinterdependent andand interconnectedinterconnected•• Complex,Complex, interdependentinterdependent andand interconnectedinterconnected..

T ibl  itTangible items
(ex. human, aqueduc, building)

Intangible items Goalsg
(ex. data, knowledge) (CR)

Management and regulation
(ex  laws  process)

System

(ex. laws, process)
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CRITICAL RESOURCES:CRITICAL RESOURCES:C C SOU C SC C SOU C S

•• CriticalCritical resourcesresources areare resourcesresources whosewhose unavailability,unavailability, eveneven
momentarymomentary cancan resultresult inin majormajor consequencesconsequences onon thethemomentary,momentary, cancan resultresult inin majormajor consequencesconsequences onon thethe
health,health, safety,safety, andand welfarewelfare ofof thethe people,people, thethe economyeconomy andand
effectiveeffective functioningfunctioning ofof thethe GovernmentGovernment andand institutionsinstitutions
(National(National Assembly,Assembly, judicialjudicial system)system);;(( y,y, jj y )y );;



CRITICAL SYSTEMS RESILIENCE APPROACHCRITICAL SYSTEMS RESILIENCE APPROACH

RESILIENCERESILIENCE

•• ResilienceResilience isis aa system’ssystem’s abilityability toto maintainmaintain oror rere--establishestablish
anan acceptableacceptable levellevel ofof functioningfunctioning despitedespite perturbationsperturbations..

Normal 

Reference 
state

Hazard
state

Perturbed 
state

Out of 
service
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SPECIFIC OBJECTIVES:SPECIFIC OBJECTIVES:

•• Identify CS and characterize them;Identify CS and characterize them;

Id tif  th  t ti l  f th i  di ti   Id tif  th  t ti l  f th i  di ti   •• Identify the potential consequences of their disruption or Identify the potential consequences of their disruption or 
failure;failure;

•• Identify and propose measures to decrease the vulnerability of Identify and propose measures to decrease the vulnerability of 
CS and strengthen their resilience;CS and strengthen their resilience;

•• Ensure the consistency and compatibility of these measures.Ensure the consistency and compatibility of these measures.
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IDENTIFY AND CHARACTERISE CS IDENTIFY AND CHARACTERISE CS ::

Building

EnergyWater and waste
management

M  th 120 

FinancesTransportation

More than 120 
resources

Food
Telecom and 
information 

technologies

Gov. activities, 
services and 

communications
H lth

Safety

Health
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IDENTIFY AND CHARACTERISE CS IDENTIFY AND CHARACTERISE CS ::

•• Finance System Finance System characterisationcharacterisation exampleexample

Resource Actor RoleResource Actor Role

Large Value Transfer

Canadian Payroll Association
To operate Large Value Transfer System (LVTS)
Evaluate conformity of LVTS once a year

Financial institution participating in 
LVTS

To guarantee LVTS payments

To regulate financial flux

Bank of Canada

g
To grant liduidity
To manage warranty
To monitor

Ordinary payments: electronic

Canadian Payroll Association To Operate Automated Clearing Settlement System (ACSS)

Financial institutions participating ACSS: To compensate Automatic Data Processing, Inc. (ADP) membersOrdinary payments: electronic 
payments (automatic bill 
payments, and debit card 

transactions)

Financial institutions participating 
in  the ACR and STPGV

ACSS: To compensate Automatic Data Processing, Inc. (ADP) members
STPGV: Font office d'agent de paiement électronique

Interac Établit et exploite le réseau de débit Interac
Visa, MasterCard, AMEX Établit et exploite les réseaux de paiements par carte de crédit
Visa et MasterCard (debit) Établit et exploite les réseaux de paiements par carte de paiement Visa débit et Maestro

Bank of Canada Surveillance
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IDENTIFICATION OF CONSEQUENCES:IDENTIFICATION OF CONSEQUENCES:

•• Consequences on population:Consequences on population:
–– welfare welfare 
–– securitysecurity
–– healthhealth

•• Consequences on government:Consequences on government:
–– executiveexecutive
–– legislativelegislativegg
–– judiciairiesjudiciairies
–– administrationadministration

•• Consequences on economic activitiesConsequences on economic activities
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IDENTIFICATION OF THE CONSEQUENCESIDENTIFICATION OF THE CONSEQUENCES::

72 hours criteria72 hours criteria

“Individual“Individual CanadiansCanadians alsoalso havehave aa responsibilityresponsibility toto bebe preparedprepared
forfor aa disruptiondisruption andand toto ensureensure thatthat theythey andand theirtheir familiesfamilies areare
readyready toto copecope forfor atat leastleast thethe firstfirst 7272 hourshours ofof anan emergency”emergency”
(National Strategy for Critical Infrastructure 2009)
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IDENTIFICATION OF THE CONSEQUENCESIDENTIFICATION OF THE CONSEQUENCES::
Finance System Finance System exampleexample
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Pb Oui

Pb Oui
Pb OuiReinsurance

Large values transfer
Monney payment
Ordinary Payment
Securities dealing
Foreign exchange dealings
Derivatives transaction
Property insurance
Personnal insurance
Insurance business

Pb Oui
Oui Oui

Reinsurance
Corporate credit/financing
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INTERDEPENDENCIESINTERDEPENDENCIES::

Energy P t l d t f  

Electricity

Energy
System

T t 

Petrol products for 
transportation

Petrol products for 
industry Transport of goods

Transport 
System 

y

T h l
Fix telecom

p g

Transport of 
persons

Technology
Information and 

Telecommunications
System

M bil  t l

Radio-
communication

Mobile telecom
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INTERDEPENDENCIESINTERDEPENDENCIES::
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PROGRESSPROGRESS

•• Identification of CR provided;Identification of CR provided;

•• Identification of the actors and their role;Identification of the actors and their role;

•• Identification of interdependencies among CS;Identification of interdependencies among CS;

Identification of the consequences  in the time  of the failure Identification of the consequences  in the time  of the failure •• Identification of the consequences, in the time, of the failure Identification of the consequences, in the time, of the failure 
of a critical system on population, economic activity and of a critical system on population, economic activity and 
functioning of the Government and institutions.functioning of the Government and institutions.
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NextNext

•• Validate of the results;Validate of the results;a date o t e esu ts;a date o t e esu ts;
•• Scale down to the regional level;Scale down to the regional level;
•• Identify and propose measures to decrease the vulnerability Identify and propose measures to decrease the vulnerability Identify and propose measures to decrease the vulnerability Identify and propose measures to decrease the vulnerability 

of CS and strengthen resilience;of CS and strengthen resilience;
•• Consider climate change.Consider climate change.



CRITICAL SYSTEMS RESILIENCE APPROACHCRITICAL SYSTEMS RESILIENCE APPROACH

THANK YOU FOR YOUR PARTICIPATION

QUESTIONS?QUESTIONS?


